# 


Provisional Patent Application 
6391-710: 

Title: REMOTE ACCESS AND CONTROL O^ ENVIRONMENTAL MANAGEMENT 
SYSTEM 

Invs: Karl Johnson 
Tahir Sheik 

The following documents are attached and form part of this disclosure: 

1 . Maestro Recovery Manager Analysis - Problem Statement, pp. 1-10. 

2. Remote Interface Board Specification, Revision 2 13-000072-01, June 21, 1996, pp. 
1-11. 

Multiple Node Service Processor Ne/work 

A means is providec^oy which individual components of a system are monitored and 
controlled through a set of Independent, programmable microcontrollers interconnected through a 
network. Further means are Wovided to allow access to the microcontrollers and the interconnecting 
network by software runnin^n the host processor. 

Fly-by-wire 

A means is provided by which/all indicators, push buttons and other physical control means 
are actuated via the multiple node service processor network. No indicators, push buttons or other 
physical control means are physically connected to the device which they control, but are connected 
to a microcontroller, which then actuates the control or provides the information being monitored. 

Self-Managing Intelligenc^ 

A means is provided by which devices are managed by the microcontrollers in a multiple 
node service processor network by software running on one or more microcontrollers, 
communicating via the interconnecting network. Management of these devices is done entirely by 
the service processor network, without action or intervention by system software or an external 
agent. 


____ 


Flight Recorder 


A means is provided for recording system events in a non-volatile memory, which may be 
examined by external agents. Such memory may be Examined by agents external to the network 
interconnecting the microcontrollers. / 

Replicated components: no sjjtfgle point oyfailure 

A means is provided by which^ single/component failure renders the monitoring and 
control capability of the system inoperable. J 

Extension by serial or modem gateway 

A means is provided allowing an external agent to communicate with the microcontrollers by 
extending the interconnecting network beyond the physical system. 
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Maestro Recovery 
Analysis - Problem tr ^- 


Problem Statement 


♦ Introduction 

Maestro Recovery Manager(MRM) is a software which Ideally or remotely manage a Raptor 
when a server is down or up, operating system died, LApl communication failed, or other 

server components failed . 


User will be able to manage the server in very simpleVusable, and friendly GUI 
environment. MRM use modem for remote and serial communication port for local to 
communicate with server for diagnostic and recover 


Primary role of remote management is diagnosing jind restoring service as quickly as 
possible in case of a service failure. 


System administrator, LAN admimra-ator in customer shop and NetFrame Technical support 
will be primary user for the system. 

♦ Requirement Sources 



MRM requirements comes frorn the folio; 

1 - Focus Group (Customer Support anH Training .) 

2 - User Walkthrough held hyMRM team and Customer Support in Dec 96 

3 - Down System Management Road map (96) 

This road map is preliminary roaa map combined with Up System Management 
road map. 

4 - MRM Road Map 97-98 

This Road Map presented to Engineering Council Meeting on Mar 10, 1997. 


5 - Raptor System, A Bird's Eye View. 

6 - Raptor Wire Service Architecture 

The following requirements have bfeen identified for MRM 

♦ Support Remote Management for Diagnostic and 
Recovery 

Remote Management cover remote access to the Raptor Out Of Band 
management features. Remote Management will use Out of Band 
,Control Diagnostic and Monitor Subsystem (CDM) remote management to 
cover the other high value added remote management functions, primary role 
of remote management is diagnosing and restoring service as quickly as 
possible in case of service failure. 
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Maestro Recoverj^Ml^ger 
Analysis - Problem^HRment 


♦ Support Remote Management ... (cominufo 

The control of Raptor is completely "Fly By Wire" - \.L no physical switch directly controls 

any function and no indicator is directly controlled by system hardware. All such functions 

referred to as "Out of Band " functions are controlled/through a CDM. CDM basic functions 
are available so long as A/C power is available at the/input to any of the power supplies. 

CDM Subsystem supervises or monitors the following system features. 

• Power supplies - Presence, status, A/C good, Power on/off and output voltage. 

• Environment - Ambient and exhaust temperatures, Fan speed, speed control, Fan 

fault and overtemp indicators. 

• Processor - CPU Presence, Power Old Overtemp and Fault, NMI control, 


Systenyreset, Memory type/ location and Bus/Core speed ratio. 


• I/O - I/O canistervfaisertion/removal aid status indicator , PCI card presence, PCI 
card poweflfcnd smart I/O processor Out Of Band control. 


• Historical - Log olill eventf, Character mode screen image, and Serial number 

♦ Support for Object Oripited Graphic User Interface 

OO-GUI is graphic user interface with the following characteristic. 

• User task oriented 
It uses tasks which user familiar £nd daily working with. User does not need 
to learn the tasks. 

• User objects 
It uses objects which user wording with during her or his daily work. 

• Simplicity and useablity 
It is very simple to use and dies not need long learning period. 

• Point and click with context sensitive help 
Context sensitive help and mint and click will help user to be very 
productive and get any information he needs on specific object or field or 
subject 

• Drag and drop 

Drag and Drop capability/works with user object very well to accomplish 
the tasks. 
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Maestro Recoverj^M^ ^er 
Analysis - ProBIem ^Premeat 


♦ Release Requirements (MRM V2.0, 4Q96) 


Maestro Recovery Manager (MRM )will support the following features locally through 
serial port and Wire Service Remote Interface card on the Raptorl6. 

MRM provide user friendly GUI with point and clicly capability to perform the 
following tasks which reviewed and accepted by the Focus Group for 4Q96 release. 


Power On /Off 

MRM support Power On/Off the server. 

User can do this task by right mouse clictyon the server object in the screen and see 
the result. 


• Display Flight Recorder. 


i won 


While the server is 
in the 64K NV&fcM/After 
recorded in the 
the server failure, 
object in the screi 


g , Wire Service record all the server information 

the seryer failed, MRM will display the system log 

M. Usejxfan evaluate the information and find the cause for 
is can>e done byf right mouse click on the Flight Recorder 


• System Reset 

MRM support rebooting the^erver/by right mouse click on the server object in 
the screen. This is warm reboot 01 the server and works as pushing the 
"reset" button on the Aopver. 

• Save 


MRM will support saving Flig 
to the technical support for fur 
save the response for any WL 


Recorder data, so user can send the file 
ler diagnostic and recovery. It also can 
Service command failure. 


On Line help 

MRM will support online helf: 


tasks, Diagnostic and Recovery, and BIOS help. 


contains overview, Getting Started, MRM 


• BO back plane support 

MRM will support the server with BO back plane . Server with BO 
back plane display wrong time stamp. MRM uses NetWare 4.1 1 
■ Operating system time stamp to display correct time stamp. 
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Analysis - Problem J^lmeat 


♦ Release Requirements (MRM V2.1/ 1Q97) 

Maestro Recovery Manager (MRM) will support Raptor 16 Phase 2 for 
next release as follow. This release will deliverers to customer by 
NetFrame Customer Support on CD. 

MRM V2.1 


MRM V 2.1 will suppofy the 
next release. 

• User Walkthro 



V2.0 plus the following new features for 


^merits held on Dec 17, 1996 
Recovery and Diagnostic help/ 

This help enable the u4er to display help based on message source or 
severity (fatal erroc^error, warning, ). In each case the help inform 
the user the cause for the eiror and what steps to take to solve the 
problem. 

• C0/E18 back plane suppol 

• New CO back plane Wire/Service, Diagnostic, and BIOS message structure 


NetFrame System 
Ahmad Nouri 
Confidential 


x 


Maestro Recover^B^^ (ger 


. ^, / , Analysis - Problem^BRement 


♦ Release Requirements (MRM V2.2 , 2Q97) 


MRM V2.2 for Raptor 16 


MRM V2.2 will support MRM V2.1 plus the following 
new features. 


• Remote connection via modem 

MRM supports remote connection to an N1F9000-16 via an external modem. MRM 


needs one external modem for client side 
The client modem can be installed and set 


; ind one external modem for the server side, 
i ip via the Windows NT/95 standard control 


panel/Modems installation. The server sid : 


the server. Details of installation and setup for the modem are provided in the 

NF9000 Maestro Recovery Manager Installation Guide. 
MRM does not support internal modems 

The following external Hay^s compatible modems have been tested and 
worked with MF 

* Client Modern 

US Robotics Spo/tster 33.6 Falx modem 


modem has to be set up and connected to 


ZOOM fax M^PEM V.34X 
Server Modem 
ZOOM fax MODEM V.34X 


33.6 


33.6 


• System Status 

MRM supports retrieve and update olf the system status components. 
System status comprised of the following components, 

* Power Supplies 

The following information wjll be displayed for this feature. 

1. Presence 

2. Status(ACOK, DCOK) 

3. Power On/off f 

4. Output voltage (Analog measure of main supply + VREF) 
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Temperatures 

We will support four types of temperature for 5 sensors and 
display Operating (10-35 degref C) and None-operating 
(-40 to 70 degree C). 

1. Temperature of all sensors 

2. Warning temperature 

3. Shutdown temperat 

4. System over temp 


Fans 

There are different type of fanfc in the system such as 
system fan and canister fan. AW of them have the 
common following characteristics. 

5 . Speed (speed data) / 

6. Control (LOLIM, cii be set to LOW or HIGH) 

7. FaUlt ( LED, Bits/) 


Proci 

There ^-e 4 C 
param 



in the Rap tor 16 with the following 


6. 
7. 


If system over temp or CPU internal error or system power 
failure. 

then wire service Report System Fault 
CPU Error 

If internal CPU eAror occurred , then report CPU error 

CPUNMI control 
System Board Bus/Core speed ratio 


I/O Canisters 

There are four canisters available 

1. I/O canister (insertion, removal) 
This shows presence bits for canister. 

2. PCI cards j 

This reflect PCI cjard slots [1-4] presence 

3. PCI card power 
This controls can ster PCI slot power 
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* Serial Numbers 

This is the last known serialldata for the following server parts 

1. Backplane 

2. Canister 1-4 

3. Remote Interface (not implemented) 

4. System Board 

5. Power supply 1- 

* Revisions 
MRM will support the fallowing chips revision 

1. BackPlane 

2. System board 

3. Power Supply J- 2 

4. Canisters 1-4 J 

5. Local Interfaci 

6. Remote Interface 

• Context-sensitive/Help 


All elemW$ in tije'window sufch as icon, entry field, push button, and 
radio buttfyi h^ve context-sei^itive help. This help contains the following 
type. 
* What\s this/ 


It shows description pf each elements in the window which it is not 
edj 1 


disabled} This can he accomplished by right mouse click on each element 
in the window. J 

* Help push button. I 

This display general help for all windows. 

* FlKey I 

The key displays tfie help for any entry field in the window. 

• Print 

MRM supports printing of/flight recorder based on all messages, warning & 
errors, and errors with one type of font. 
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• Password 

Wire Service password is originally set|by Manufacturing to "NETFRAME" (case 
sensitive) for every NF9000-16 server.! 

MRM provides a password changing mechanism for the Wire Service system. 
For security purposes , MRM only allows the password to be changed via the 
local serial port connection and not via the remote connection 


Support B0/E18 on NT4.0 server 

MRM supports B0/E18 configuratio: is by utilizing a time stamp software 
component which resides on the N14.0 server. 

Installation instructions for the time stamp are provided in the NTReadMe file on 
a floppy disk packaged with MRM. 

MRM requires the NetFRAME NT Value Add software to operate. 
The NetFRAME NT Value Add so: hvare will automatically install the time stamp 
for you. If you haj/e not installed N 


install the time Aamp provided for 


itFRAME NT Value Add, then you need to 
'ou on the NTSup floppy disk. 


* Support for InstallShield 

InstallShield setup sj^Jware is^isecf to install MRM on the client workstation. 

Delivery 

MRM package contains the following. 

* NF9000 Maestro Recovery Manager CD release. 
This CD contains MRM software and documentation. 

* Two support floppy disks for NF9000-16 BO back plane for NT and NetWare. 

* Boxes contain above items , Remote Interface Card, adapter, cables, and 
documentation. 

Dependency 


MRM version 2.2 depends on the fallowing items: 

• Remote Interface chip providdd by Wire Service(Firm Ware) department. 

• . Remote Interface card provided by Hardware Engineering department. 

• Remote Interface boxes, cables, and power adapters provided by Manufacturing. 


J- 


NetFrame System 

Ahmad Nouri ^ (fg 


Confidential 


r 


Maestro Recovery 
Analysis - Problem l^re; 


♦ Release Requirements (MRM V2.jS, 2Q97) 
MRM V2.2 for Raptor 8 

MRM V2.2 for Raptor 8 has the same features as MRM v2.2 for Raptor 16 
with the following different , 

• Support for CO back plane and Fl/8 BIOS 

• System Status 

The following components of Syste^n Status are different from MRM V2.2 
for Raptor 16. 

* Power Supplies 

can not turn off and on specific power supply, 
iptor 8 has / three power supply. 

are^o DC (OK, BAD) for Raptor8. 
all poweij supplies are good all the times. 

* Fans 



1. Four system board fans in front 

2. Twp/system board fans (Storage fans) in back 
p A and £pup B sharing two fans. 


3. 


I/O Groups 

1* Group A contains 4 PCI card slots 
2. Group B contains 4 PCI card slots. 


* Serial Numbers 

1. Serial numbfer 

2. There is serial 

* Revisions 


for Group A and B fans are the same, 
number for power supply # 3. 


1. Group A aftd B fans have the same revision. 

2. There is revision for power supply #3 


A- 
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• Delivery / 

MRM package contajn^ the following. 

* NF9000 MaMtriTRecoyery Manager CD release. 
This CD oprftains MRM software and documentation. 

* Boxes contain above items , Remote Interface Card, adapter, cables, and 
documentation. / 
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Overview: 

This board is an interface between Raptor Wire Services and an external modem. The 
system status and commands are passed through the RS232 connection at the modem 
side to the Wire Services bus, the I2C bus, controlled through an on board PIC16C65. 
The I2C signals are translated by the PIC16C65 into an eight signal RS232 protocol and 
passed through a voltage level translator LT1 1 33A, with baud capable of reaching the 
speed of 120k. A 25 pin D-Sub connector resides on the other side of the voltage level 
translator. 

The system status storage is through a 32Kx8 SRAM, with an external lath for latching 
the higher addressing bits of the data RAM. A signal powered EPROM is used for 
storing board ID information. 

The board is powered through 7.5V and 700mA supply unit, and is an alternative source 
for the bias powered partition of the Wire Services. The bias powered block includes an 
NV-RAM and a PIC16C65 which are resident on the Raptor back plane. The power 
source is regulated through a high frequency switching regulator. 


1.0 Features 

The designed features are as follows: 

1.1 I2C Interface 

The two wires interface is brought from the Raptor and passed to the PIC16C65 using 
an RJ45. A bus extender 82B715 is connected between the external interface to the 
local I2C bus. Port C bit 3 is the clocking bit, and Port C bit 4 is the data line. 


1.2 RS232 Protocol 

The communication with the modem is based on the RS232. Microcontroller PIC16C65 
is used to generate the receive and the transmit signals, where the signal levels are 
transposed to the RS232 levels by the LT1133A. The 3 transmit signals, RTS, SOUT 
and DTR are from Port A bits 2, 3 and 4, where as the 5 receive signals are from two 
ports, DCD, DSR from Port C 1,0 and SIN, CTS and Rl from Port A 5, 0, 1. 

The 25 pin RS232 pin connection is used instead a 9 pin connector, since this type of 
connector is more common than the other. All the extra pins are no connect except the 
pins 1 and 7, where pin 1 is chassis ground and pin 7 is a signal ground. 
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The connection through LT1 133A can be run up to 120k Baud and is ESD protected to 
+/- 10kV. 

The short voltage at the output can be +/- 30V and is isolated to the forward direction 
only. 


1.3 PIC16C65and32Kx8 

A 32Kx8 SRAM is available for storage and transfer between the internal Wire Services 
and the external remote interface. Port D is the address port, while an external 
74ABT374 is for expanding the address range to 15 bits. Port B is the data bus for the 
bi-directional data interconnect. Port E is for the SRAM enable, output tristate and the 
write control signals. 

The PIC16C65 is designed for a frequency of 12MHz. An LED is also connected to the 
Port C bit 5. 



Transceiver 



C3.C4 

A&C 


B,E 

G6 

D 


RS232 


PIC16C65 


J2 
J1 


DS2502 


ART374 


32K)( 8 


4 


# 


Figure 1: Remote Interface Interconnect 
1.4 Serial ID EPROM 

DS2502 is for storing board ID, connected to PIC16C65 Port C bit 6. The programming 
is handled through a jumper applied through connector J1 . DS2502 is a signal powered, 
retaining the charge into a capacitor, sourced through the data line. 


2.1 Alternative Power Source 

The board is powered through 7.5V and 700mA (or 800mA which ever available) supply 
unit. After regulating the supply, it is an alternative source for the bias powered partition 
of the Raptor Wire Services. The bias powered block includes an NV-RAM and a 
PIC16C65 which are resident on the Raptor back plane. 

The power source is regulated through a high frequency switching regulator based on 
Linear Technology LT1376. The input to the regulator circuitry is off a wall mounted 
adapter. The regulated output is consumed locally and 300mA are sourced to the 
Raptor Wire Services through a fuse and an RJ45 P1 . 

2.2 Power Consumption 

The following is an average estimated power consumption with the board running at a 
base frequency of 12MHz. 


PIC16C65 

Microcontroller 

30mA 

82B715 

I2C Extender 

10mA 

32Kx8 

SRAM 

80mA 

LT1133A 

Transceiver 

70mA 

374 

Latch 

30mA 


Misc. 


60mA 


280mA 


Alt. Source 


300mA 





1:47 • 


1.49 


■ 2.95- 


— .562 MAX COMPONENT HEIGHT 
-.272 


m 

I 


.272 
-.062 THK 


Figure 2: Mechanical Orientation 
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2.3 Board Layout 

The board is based on controlled impedance of 60 Ohms +/- 10%, with 6 layers and test 
points for all signals. The width is restricted by the dimension of the RS232 due to the 
mounting constrains. The board is dual sided with active components kept on the top 
side only; 

The high frequency bypass is kept with ,1uf and .001 uf, where the charge storage is 
kept by two 33uf and two 1uf capacitors. 

The location and mounting of the power connector and the LED are kept such that the 
both sides of the cabinet are identical, therefore interchangeable. 


7 


3: Enclosure 

The enclosure is planned to be Injection Molded Aluminum, a side view is in figure 3. 
Aluminum instead of plastic is selected due to the regulator heat, and EMI shielding. 

The board connects at three locations between the top and the bottom enclosures. Two 
locations are based on the clamp shell design at the D-Sub and the RJ45, two opposite 
ends of the enclosure. The third location is a mounting hole in the center of the 
enclosure. 
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Figure 3: Board and Enclosure Isometric View 
4.0 Environment 

The environmental specification is based on assumptions: 

The environment is Ground Fixed. 
The "Quality Level of 11" is used. 

Bellcore Method I, Parts Count Method, Case 2 for prediction. 
Burn-in time 120 hours. 

Operated at 40C and 50% rated electrical stress. 
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4.1 Environmental Specification: 

MEAN TIME BETWEEN FAILURE 

2.445250e+06 Hours 

This number is calculated based on the Bellcore Technical Reference 
TR-NWT-000332, Reliability Prediction Procedure for Electronic 
Equipment, Issue 4, September 1992. 


ALTITUDE 

Operating -1 00 to 1 0,000 feet 
Non-Operating -100 to 40,000 feet 


HUMIDITY 

Operating 10% to 80% R.H., Maximum Gradient 10% per hour 

Non-Operating 5% to 90% R.H., Maximum Gradient 10% per hour 


TEMPERATURE (ambient) 

Operating 1 0 to 40 degrees C Maximum 
Gradient 10 degrees C per hour 

Non-Operating -40 to 70 degrees C 

Maximum Gradient 10 degrees C per hour 


SHOCK 

Operating 


Non-Operating 


Magnitude 2G's(peak) 
Duration 11 ms 
Waveform Half Sine 


Magnitude 1 0 G's (peak) 
Duration 1 1 ms 
Waveform Half Sine 


VIBRATION 

Operating 

Frequency Range 5 to 500 Hz 

Magnitude 0.01 0 inch peak to peak displacement 

Acceleration 0.20 GOs peak 

Non-Operating 

Frequency Range 5 to 500 Hz 

Magnitude 0.010 inch peak to peak displacement 

Acceleration 0.50 GOs peak 


DROP (PACKAGED) 
ASTM 63169 


ELECTRICAL 

Nominal Line 


115 VAC or 230 VAC @ 50/60 Hz autoranging 


Line Deviation 


90-130 VAC & 180-256 VAC @ 47-63 Hz 


Line Transient/Surge Susceptibility " 1 .25 x highest rated nominal 

voltage or 300 Vrms, 
whichever is less, for 1 second. 

ELECTRO-MAGNETIC COMPATIBILITY 

FCC, Class A under FCC Rule 15, Subpart B, conducted and radiated. 

Canadian Radio Interference Regulations, C.R.C., c.1374, Sec. 2, as 
amended in The Canadian Gazette, Part II, Vol. 122, No. 20, dated Sept. 
28, 1988. 

European EMC Directive (89/336/EEC) CISPR 22 (Class B). 
IEC 801-2:1984 8 kV air discharge 
IEC 801-3:1984 3 V/m, 27-500 MHz 
IEC 801-4:1988 1 kV mains, 500 V other. 


SAFETY AGENCIES 

UL, CSA, VDE, JIS 


Electrostatic Discharge 

Air Discharge 2.5 to 5.0KV no errors allowed 

5.1 to 10.0 KVrecoverable errors through system allowed 
10.0 to 20.0KV recoverable errors through 

power cycling allowed 

Contact Discharge 0 to 8.0KV recoverable errors through 


power cycling allowed 
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